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About MISSING to read any 
slides. Just WATCH



DISCUSS SPACE THREATS MUCH IN BRIEF

BLOCKCHAIN ASSOCIATION POSSIBLE AS SOLUTIONS TO 
EMERGING & EXISTING THREATS  

PURPOSE OF MY SESSION

- Current Research works ON & Challenges
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SATELLITE COMMUNICATION 
WORKS?



SATELLITE ORBIT

Is a regular, 
repeating path 
that one object 
in space takes 
around another 
one and an 
object in orbit is 
called a 
SATELLITE



Involves the 
Transmission
and Reception
of signals 
between Earth-
based stations
and Satellites
in orbit

SATELLITE COMMUNICATION



UPLINK-DOWNLINK

Uplink: Refers to the transmission
of signals from an Earth-based
station to a satellite and is
responsible for delivering
information or commands to the
satellite.

Downlink: Refers to the
transmission of signals from a
satellite back to an Earth-based
station and enables users on the
ground to receive the transmitted
information from the satellite.

Two key components of Communication process
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GROUND SEGMENT

Consists of various Earth-based 
components, including 
Transmitting and Receiving
antennas, Satellite control
centers, and Communication
networks



POTENTIAL VULNERABILITIES & 
SPACE THREATS FACED IN SPACE
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Terrestrial’ jamming : Signals can be
jammed on the ‘downlink’ between
satellites and receivers

Orbital’ jamming : on the ‘uplink’
between transmitting ground
stations and satellites

Continuous Wave (CW) Jamming: CW
jamming involves transmitting a
constant, uninterrupted signal in the
frequency band of the targeted
satellite communication system,
effectively overpowering the
legitimate signals.
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• Frequency Hopping

• Spread Spectrum 
Modulation

• Adaptive Power Control

• Directional Antennas and 
Beamforming

• Advanced Signal 
Processing

• Redundancy and Diversity

JAMMING 

• Monitoring and Detection

• International Regulations and 
Coordination

• Secure Satellite Communication 
Protocols

• Education and Awareness
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When an unauthorized entity impersonates a
legitimate satellite or ground station by broadcasting
false signals & deceives receivers and manipulate or
intercept the transmitted data.



EA
V

ES
D

R
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P
P

IN
G Involves 

unauthorized 
parties 
intercepting and 
decoding the 
satellite signals 
which allows 
attackers to access 
sensitive 
information being 
transmitted, 
compromising 
confidentiality Source: 

https://www.researchgate.net/publication/363613913_Optical_Satellite_Eaves
dropping
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Target satellite ground stations or the satellite itself. 
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Cyber attacks 
targeting ground-
based systems,can
compromise the 
security and integrity 
of the entire system.

Source: 
https://www.researchgate.net/publication/363613913_Optical_Satellite_Eaves
dropping
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Can infect 
computers and 
networks 
involved in 
satellite 
communication 
systems. 

Source: 
https://www.researchgate.net/publication/363613913_Optical_Satellite_Eaves
droppingSource: https://medium.com/the-aerospace-corporation/protecting-space-systems-from-cyber-attack-3db773aff368 
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May introduce 
backdoors during 
the manufacturing 
or distribution 
process
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N Can leave 
satellite 
commn
systems 
vulnerable to 
interception 
and 
unauthorized 
access
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TS
Refer to individuals 
with auth access to 
SATCOM systems 
who intentionally or 
unintentionally 
compromise system 
security. 
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Failure to 
regularly update 
and patch 
software and 
firmware in 
satellite 
communication 
systems can leave 
them vulnerable 
to known security 
vulnerabilities. 

Updates



• Satellites exposed to intense solar radiation.

• Can cause a phenomenon known as
"GRILLING”

• When a satellite is positioned in a way that
all its solar panels are simultaneously exposed
to direct sunlight, the sudden surge in power
generation can lead to overloading of the
energy system.

• Can potentially damage or disable the
satellite's power supply or other critical
components.

SOLAR RADIATION & GRILLING 



▪ Increasing amount of space debris poses a
significant threat to satellites.

▪ Space debris includes defunct satellites, spent
rocket stages, and fragments from previous
space missions.

▪ Collisions with space debris can cause
catastrophic damage to satellites, leading to the
loss of functionality or complete mission failure.

SPACE DEBRIS & COLLISIONS



▪ Refers to the conditions and disturbances in
the space environment caused by solar activity

▪ Can disrupt satellite communication, interfere
with signal transmission, and even damage
onboard electronics

▪ Ground operators would not even know the
attributable reason to blame it on for space
weather or otherwise

SPACE WEATHER



▪ Satellites are complex systems with numerous
components and subsystems

▪ Single point failures occur when a critical
component or subsystem malfunctions or fails,
leading to the satellite's complete or partial loss
of functionality

▪ Caused by manufacturing defects, design
flaws, or even natural degradation over time

SINGLE POINT FAILURES



DEEPFAKE GEOGRAPHY











Secure Network Configuration

Security audits and assessments



Intrusion Detection and Prevention Systems (IDPS)

Phishing Prevention

Secure Network Configuration

Data Encryption

Backup and Disaster Recovery

Endpoint protection

Incident response planning

Security policies and procedures

Security audits and assessments



Intrusion Detection and Prevention Systems (IDPS)

Antivirus/Antimalware Software

Secure Coding Practices

Phishing Prevention

Secure Network Configuration

Data Encryption

Security Monitoring and Incident Response

Backup and Disaster Recovery

Endpoint protection

Network monitoring and loggingIncident response planning

Secure virtualization practices

Security policies and procedures SIEM

Security audits and assessments



Intrusion Detection and Prevention Systems (IDPS)

Unified Threat Management (UTM)

Antivirus/Antimalware Software

Patch Management

Secure Coding Practices

Phishing Prevention

Secure Network Configuration

Data Encryption

Employee Training and Awareness

Security Monitoring and Incident Response

Web Application Firewalls (WAF) Network Segmentation

Backup and Disaster Recovery

Endpoint protection

Physical security controls

Network monitoring and loggingIncident response planning

Secure file transfer protocols (SFTP)

Secure virtualization practices

Security policies and procedures SIEM

Application white listing

Security audits and assessments



Firewalls

Intrusion Detection and Prevention Systems (IDPS)

Unified Threat Management (UTM)

Access Controls

Antivirus/Antimalware Software

Patch Management

Secure Coding Practices

Phishing Prevention

Secure Network Configuration

Data Encryption

Employee Training and Awareness

Security Monitoring and Incident Response

Web Application Firewalls (WAF) Network Segmentation

Backup and Disaster Recovery

Data loss prevention (DLP)

Secure remote access (VPN)

Secure email gateways

Secure password policies

Endpoint protection

Device management

Secure web browsing practices

Physical security controls

Two-factor authentication (2FA)

Network monitoring and loggingIncident response planning

Vulnerability scanning and assessment

Secure file transfer protocols (SFTP)

Secure virtualization practices

Security policies and procedures SIEM

Application white listing

Network segmentation and isolation

Security audits and assessments



Firewalls

Intrusion Detection and Prevention Systems (IDPS)

Unified Threat Management (UTM)

Access Controls

Antivirus/Antimalware Software

Patch Management

Secure Coding Practices

Phishing Prevention

Secure Network Configuration

Data Encryption

Employee Training and Awareness

Security Monitoring and Incident Response

Web Application Firewalls (WAF) Network Segmentation

Backup and Disaster Recovery

Data loss prevention (DLP)

Secure remote access (VPN)

Secure email gateways

Secure password policies

Endpoint protection

Device management

Secure web browsing practices

Physical security controls

Two-factor authentication (2FA)

Network monitoring and loggingIncident response planning

Vulnerability scanning and assessment

Secure file transfer protocols (SFTP)

Secure virtualization practices

Security policies and procedures SIEM

Application white listing

Network segmentation and isolation

Security audits and assessments



CYBER SECURITY







ONE HUNDRED PERCENT 
PROTECTION DOES NOT EXIST







FOR THE

UNversed

WHAT

IS

An Overall View……



BLOCK with 
some DATA



BLOCK with 
some DATA

HASH

Cryptographic function, a mathematical algorithm
that maps data of arbitrary size to a bit array of a 
fixed size



HASH

Cryptographic function, a mathematical algorithm
that maps data of arbitrary size to a bit array of a 
fixed sizeBLOCK with 

some DATA



HASH

Cryptographic function, a mathematical algorithm
that maps data of arbitrary size to a bit array of a 
fixed sizeBLOCK with 

some DATA



HASH

Cryptographic function, a mathematical algorithm
that maps data of arbitrary size to a bit array of a 
fixed sizeBLOCK with 

some DATA



HASH

Cryptographic function, a mathematical algorithm
that maps data of arbitrary size to a bit array of a 
fixed sizeBLOCK with 

some DATA



SHA-256 (Hash algorithm)

HASH

Cryptographic function, a mathematical algorithm
that maps data of arbitrary size to a bit array of a 
fixed size

There are 100’s of 

algorithms & this is one 

TYPE

BLOCK with 
some DATA



SHA-256 (Hash algorithm)

6bcec30f359e597986bcdc075eed3e339a3a1

8673ec4624425d75247eacce9f5

HASH

Cryptographic function, a mathematical algorithm
that maps data of arbitrary size to a bit array of a 
fixed sizeBLOCK with 

some DATA



Text input : TALK ON 07 JUN 2023

HASH



HASH

Let this be a sample 

TEXT data and be 

applied HASH upon

Text input : TALK ON 07 JUN 2023
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Finite Fields | Secp256k1 standard | Distributed Ledger | 03 Jan 2009 | Satoshi Nakamoto | ASIC | Mining |
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Coinbase transactions | Transaction validations |Transaction bugs | Difficulty adjustment and retargeting
algorithms | Kimoto Gravity Well Difficulty adjustment and retargeting algorithms | Kimoto Gravity Well |
Dark Gravity Wave | Bitcoin limitations | Privacy and anonymity | Extended protocols on top of Bitcoin
|Colored coins | Hashing algorithms | Difficulty adjustment algorithms | Inter-block time | Block rewards |
Reward halving rate |Block size and transaction size | Dark Gravity Wave| DigiShield | Difficulty adjustment
algorithms | Inter-block time | Block rewards | Reward halving rate | Block size and transaction size |
Bitcoin Development Environment | Compiling Bitcoin Core from the Source Code | Selecting a Bitcoin Core
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Application Programming Interface (API) | Getting Information on the Bitcoin Core Client Status | Exploring
and Decoding Transactions | Exploring Blocks | Using Bitcoin Core’s Programmatic Interface | Advanced
Transactions and Scripting | Multisignature | Pay-to-Script-Hash (P2SH) | P2SH Addresses | Benefits of P2SH
| Redeem Script and Validation | Data Recording Output (RETURN) | Timelocks | Transaction Locktime
(nLocktime) | Check Lock Time Verify (CLTV) | Relative Timelocks | Relative Timelocks with nSequence |
Relative Timelocks with CSV | Median-Time-Past | Timelock Defense Against Fee Sniping | Scripts with Flow
Control (Conditional Clauses) | Conditional Clauses with VERIFY Opcodes | Using Flow Control in Scripts |



WHAT DOES 

BLOCKCHAIN 

TECHNOLOGY 

ACTUALLY ACHIEVE?















▪ MORE COOPERATION BETWEEN STATE ACTORS INTERNATIONALLY

▪ MORE COOPERATION BETWEEN COMMERCIAL ACTORS

▪ MORE & MULTIPLE PARTIES INVOLVED

▪ INFRASTRUCTURE AS A SERVICE (IaaS)

▪ SATELLITE AS A SERVICE (SaaS)

▪ GROUND STATION AS A SERVICE (GSaaS)

SPACE IS CHANGING 



















https://www.esa.int/About_Us/Digital_Agenda/Beyond_Bitcoin_Leveraging_the_Blockchain_for_Space_4.0

https://www.esa.int/About_Us/Digital_Agenda/Beyond_Bitcoin_Leveraging_the_Blockchain_for_Space_4.0




Aims to bring together researchers from both academia and industry to
discuss the most recent advances on zero trust cybersecurity and associate
with blockchain in the IoT environment



• January 12, 2023 / DoraHacks, a leading global hackathon organizer and
open source incentive platform announced today that they have
successfully performed the first experiment to initiate a Zero-Knowledge
(ZK) proof system in space.

• Event took place on the International Space Station (ISS)
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Inter Planetary File System

Content Addressing

Instead of being location-based, IPFS addresses a file by
WHAT'S IN IT, or by its CONTENT



Inter Planetary File System

INPUT



Inter Planetary File System
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By utilizing blockchain, trusted positional data can predict and prevent collisions, saving 

significant costs and time. The paper presents a technological design, rationale, and risk 

analysis for this solution.



https://www.researchgate.net/figure/Protecting-
virtual-zones-against-orbital-space-debris-using-
blockchain_fig3_339617040

DON’T WORRY ABOUT 

SMALL FONT & 

UNDERSTANDING SUCH 

FRAMEWORKS IN HURRY….
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TruSat is designed to be a citizen-powered system for creating a globally-trusted
record of satellite orbits — a freely available resource that can be used to assess
orbital operations in light of the space sustainability standards.

“We envision a space program in which any person can participate and contribute. 
So we're building collaboration platforms to diversify, democratize, and 

decentralize space endeavors.”



SELF-EXECUTING PROGRAM that automates
the actions required in an agreement or
contract.

SMART CONTRACTS





https://ntrs.nasa.gov/api/citations/20180006549/downloads/20180006549.pdf
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