Security is the foundation of everything we do at AWS

‘PEOPLE & PROCESS

Requirements from toughest

Familiar security model customers; audited and validated Every Customer Benefits
by experts

adWs

© 2023, Amazon Web Services, Inc. or its affiliates. All rights reserved. v"




Inherit global security and compliance controls

CYBER
‘E&m s
PLUS N A ;
securit
C DL NIST oM security
Simiodan alliance=

FedRAMP

O
o o DeNederlandscheBank
. EUROSYSTEEM

v INFOCOMM

MEDIA
k ‘ DEVELOPMENT - .
AUTHORITY Standards Council

PARTICIPATING ORGANIZATION™

[ o —_
M ccna ‘rop TOY FI=C

AUSTRIA

2023, Amazon Web Services, Inc. or its affiliates. All rights reserved.

dWs

\-/‘7



Mapmylndia Data Infrastructure

30mn+ Addresses
6.4mn+ Road Kms
400+ Categories of Places

3k+ Search Keywords
100k+ Localities
100K+ Sub localities
7.6k+ Cities & Towns
750k+ Villages

6.9k+ Subdistricts

aWS © 2023, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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70mn+ Places (with meta-data)

Metaverse & HD Maps
Boundary Data
Micro-Affluence
Micro-Demographics
Rural Potential Index
Quality of Life Data

Annual Average Daily Traffic
Drone Imagery & Layers
Satellite Imagery

Earth Observatory Data (ISRO)
Real View Street Imagery

3D Building Data



Flipping the flow of data: Bring compute to the
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Data silos Data lake Amazon S3
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Move data to compute to amazon  E€2  Amazon
compute data Athena EMR
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Sharing data in the cloud lets data users
spend more time on data analysis rather
than data acquisition

opendata.aws



Advantages of sharing data in the cloud
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Global community of users New services and tools
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Faster pace of research Lower cost of research



Finding and sharing open data on
AWS
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Monitoring at-risk bodies of water from space

 2015-12-18

* The Blue Dot Observatory uses Sentinel-2
satellite data on AWS to monitor water
bodies around the world.

e “The cost to process one month of data for
about 7,000 bodies of water currently in the

system is 6 EUR. It is possible to set up ey
world-scale systems with a shoestring a7
budget.” gL
— Anze Zupanc, Data scientist, Sinergise i gerin b
e opendata.aws/bluedot iy :
L 2km -’:j_. ' @ssmmsjfgu.v
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MODIS NOAA GHE USGS 3DEP LiDAR NWM GEFS
TCGA OpenStreetMap  GEOS-Chem ECMWF ERA5  NEXRAD

Sentinel-1 HRRR Sentinel-2 OFS eBird Terrain Tiles
GOES-16 NAIP CBERS  NOAA ERI|
Registry of Open
HIRLAM nomAD
& Data on AWS Y
GHCN Kids First Landsat GFS
SILAM Air Quality NREL Solar Radiation

CESM LENS  TARGET GOES-17 OpenAQ

NREL Wind Integration Common Crawl

registry.opendata.aws



Critical infrastructure sectors are evolving on AWS
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Critical Indian Government Workloads running on AWS
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Cowin — India Covid Vaccination Platform
Powering the world’s largest vaccination drive

Objective
To facilitate seamless appointment #LARGEST

VACCINE Ziote
v Winning Over COVID

DRIVE

scheduling, verification, and
certification for Covid-19 vaccination of
130+ crore Indians

4

Salient Features

Select State

* Provides low latency user access for
healthcare practitioners E wmors mm

* Maintains consistent performance at a
national scale

e Scales up and down without
interruption to spikes in traffic

* Delivers disaster recovery capability

* Minimizes operational and support
overhead




Network Controls: AWS cryptography stack

Physical layer

Application layer

Secure facilities and optical encryption using AES-256

MACsec AES-256 (IEEE 802.1AE)

VPC Encryption | Cross-Region Peering | Amazon VPN
Amazon s2n | NLB-TLS | ALB | CloudFront | ACM integration

AWS Crypto SDK | Server-side encryption with KMS integration
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Encrypting services

Amazon
Elastic Block

‘S

Amazon RDS

K Client

aws
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AWS Secrets
Manager

Amazon
Athena

Amazon
DynamoDB

Access controls

AWS Identity
and Access
Management

Secondary
storage
—
Amazon S3
AWS Key
Management
Service Audit
AWS
CloudTrail
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Interacting with AWS Application
Programming Interfaces (APIs)

ZERO TRUST WITHIN AWS

Authenticate and authorize
every request

__.dWS
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Use case O for Zero Trust?
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Using ML to enable threat detection at scale

Amazon GuardDuty

VPC Flow Logs

DNS logs

AWS CloudTrail events

S3 data plane events

Finding types
Examples

Bitcoin mining

Command and
control activity

Unusual user behavior

Examples

* Launch instance

e  Change network
permissions

Unusual traffic patterns
Example: Unusual ports and
volume

High

Medium

Low

Amazon Detective

AWS Security Hub

Amazon CloudWatch
event

e Alert

. Remediate

. Partner solutions
e Sendto SIEM
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AWS foundational and layered security services
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Thank You

Vikas Tiwari
In/vtiwari4
tiwvika@amazon.com
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AWS Nitro system

Nitro Cards
20

Nitro Card for VPC
Nitro Card for EBS
Nitro Card for Instance Storage

Nitro Card Controller

Nitro Security Chip

Integrated into motherboard
Protects hardware resources
Root of trust

P

Nitro Hypervisor

Lightweight hypervisor
Memory and CPU allocation
Bare metal-like performance

Modular building blocks for secure and rapid design and delivery of EC2 instances



Nitro controller and Nitro
security chip

Nitro Controller coordinates all other
Nitro cards, the server hypervisor, and
the Nitro Security Chip and implements
HW root of trust

Nitro security chip blocks all write-access
to non-volatile storage and implements
the hardware root of trust

Locked down security model prohibits all
administrative access

Nitro Hyperwsor

EC2 EC2 EC2
Instance Instance Instance

Nitro Controller

EETZH oo

EC2 HOST

Nitro Security Chip

............... ~

v

BIOS—-BMC- ...




AWS Nitro Enclaves — Confidential Computing

EC2 Instance Parent Instance Enclave

Enclave ID
== =]
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> LETTTTI >
vCPU vCPU vCPU vCPU ' |
vCPU vCPU
vsock
(local socket

connection)

« Partition the CPU and Memory of EC2 instance

« Resources are allocated to the enclave for the duration of its lifetime
« Enclave is active only while its parent instance is in the running state

* Single Enclave per parent



